Exchange of Documents and Data Via Electronic Means and Their Conclusiveness in the Maritime Law
Legally paper documents are accepted as evidence in all cases provided that they shall be signed as per the Law of Proofs in the Civil & Commercial Articles. Signature may either be made through handwritten signature, fingerprinting or stamping. The Law provides that Telex and Fax messages shall have value in evidence if originals of which are filed at the issuing offices and if such originals are signed by the sender. Such messages have the value of a common document in regard to proof, otherwise, Telex or Fax messages shall not be regarded except for seeking guidance. 
Faxes and telexes used in some marine contracts are considered as evidence to prove that contracts are concluded by way of correspondence in writing and they are necessary to prove and establish maritime transportation contracts. However, such messages do not constitute a condition for the conclusion of such contracts. Rather, they constitute a condition for proving the conclusion of such contracts. A Maritime Transportation Contract is not just a formal contract which may allow anyone to claim its nullification should it not be made in writing. Thus, the method of exchanging relevant data via electronic means would not have impact on the conclusion of the Contract.
Despite the endeavors to reduce transactions made via papers and in spite of the increasing inclination towards the use of computers and electronic means in regard to transportation contracts and ecommerce, this system faces several difficulties and legal disputes which arise out of using the new system of contracts in general and maritime contracts in particular. Several alternatives have been innovated to replace the process of signing a paper document and confirming the identity of the sender of the electronic message by way of using a certain code between the sender and the recipient. Nevertheless, still Courts do not consider that data transmitted via electronic means and the traditional documents stand on equal footing in terms of legal conclusiveness. The Court has the sole discretion to decide on the conclusiveness of the electronic messages in terms proof.
The Courts started to recognize Computer data as evidence in matters which require proofs. The recommendation of the American Customs Union Council for recognizing the electronic data as legal evidence is one of the international initiatives in that concern. Also, it became possible to employ such means as proof of data along with information retrieved from computers. Data retrieved from computer systems are recognized although computers have been subject to hacking attacks just like other means of electronic systems and computers which have also been tapped as well. Furthermore, personal accounts have been robbed as well as information and other military secrets in addition to other studies. Time Magazine published in the past that the United States National Aeronautics and Space Administration (NASA) has been subject to hacking attacks, thus, it became a necessity to work on the protection of the systems of information exchange by electronic means. The United States of America and the United Kingdom have passed laws on the protection of personal data in order to guarantee the non-manipulation of such data in a manner that does no injury to the owner of such data. The Law has entitled the aggrieved person to claim compensation for whatever damage one sustains.
Damage sustained as a result of the use of several electronic means, due to the fact that the destination of the goods, the unloading place, place of arrival may change, or the party who is liable for paying the freight or the place of payment may also change as a result of erroneous data or due to the non-confirmation or the negligence of the carrier in confirming the data.  In the event of an injury done as a result of erroneous information sent via electronic means by the shipper, the shipper shall not be entitled to compensation because he has caused the injury. Damage may also afflict the goods owing to the wrong information about the description, or the type of goods, because the goods may sustain damage if they are shipped in an incorrect manner or if they are mistakenly stored. The carrier may also commit a mistake in the loading process or in the stowing process due to the wrong information received by it. Several examples can be noticed in various maritime lawsuits which are filed by correspondents against the marine carrier owing to damage or shortage of goods which are shipped by sea. Some of the problems facing e-commerce  are the inability to decide on the arising of liability as in the bills of lading; however, the companies and the authorities incharge of communications as well as the management of sending networks’ management  were used to providing for a disclaimer of liability for any technical  mistakes which may occur during the sending process, and if the mistake which led to the damage occurs in the equipment of the marine carrier or if the mistake occurred in the network of the electronic sending itself.
Despite all the risks mentioned above, owing to several benefits of the electronic exchange of data, it began to be used on a wide range in commercial transactions and transportation operations and it also has started to replace paper documentation.
It is worth mentioning that the most important defects of using the system of paper documents is the high costs and expenses of the system of paper documents which, in turn, increases the costs of the freight. Furthermore, the movement of the documents would also be marked with sluggishness to the extent that the goods may reach their destination before the documents do. This may cause the goods to be stored for a long time, giving rise to the possibility of their being damaged and the increase of expenses in addition to the possibility of forging the paper documents.  There are various legal cases about cheating which occurs in the field of maritime transportation. Therefore, one of the advantages of exchanging the data electronically is saving the costs and the impact of such savings on the gross price of goods. It should also be taken into consideration that cost-effectiveness is not the only effective factor in resorting to this method, rather, exchange of e-data saves the time required for the delivery of documents in addition to the preciseness and accuracy of information control and exchange of data on the local and international levels. It also helps in delivering the goods on the time agreed upon with clients as well as enhancing the manner of saving data for a long time and the easiness of its retrieval later. Also, this facilitates the process of monitoring data in various forms such as for customs, health, or technical monitoring.  It is also obvious that the arrival of electronic documents before the arrival of goods provides a better opportunity for the recipient to have access to the cargo and the content of such documents, so that it may confirm that the consignee has received the necessary knowledge in order that the consignee may know the contents of the charter party, or to presuppose that the consignee knows about the contents of the charter party’s other conditions. The information transmitted directly through computers provides time for preparation for customs procedures and for the procedures of receiving the goods without delay as well.
Despite the advantages of the system of exchanging electronic data, there are some legal issues which can be raised, e.g., the electronic message may not be signed by the sender.  In addition to that, the applicable law in the country where delivery is accepted may be different. There may also be a dispute about setting the appointment and location of acceptance of the offer, especially in commercial transactions as these represent the most common forms of contracting. Such forms of contracting are increasing day-by-day to the effect of using computers in concluding contracts between the seller and the buyer without the need for any paper documents. Such contracts are characterized by being concluded between two absent parties without either of them attending in person the execution of the agreement. This necessarily requires the lapse of a certain period of time whether long or short between the expression of the desire of both the seller and the buyer and until the other party knows about such offer or acceptance. The Kuwaiti Civil Law has organized the issue of time and place of concluding the contract which is a matter of great importance.  In addition to this, this is not the only important issue in e-contracting, rather there is the issue related to the commitment of the offeror to maintain his offer after sending it to the offeree. Although this issue can be resolved by inferring from the provisions of the Second Paragraph of the Article no. (41) of the Civil Law, it is beneficial that the Kuwaiti Law provides for the criteria to maintain the offer, namely, when the offeror does not specify an express specific date for his offer. Therefore, the Kuwaiti Civil Law has set flexible criteria for the reasonable period required by the circumstances in order that the offer may reach the offeree and so that the offeree may express his desire about such offer, then expressing his acceptance of the same by communicating this desire to the offeror if the acceptance is made at the proper time as provided by Article no. (48) of the Kuwaiti Civil Law. This means that the acceptance shall be made during the normal course of the time it takes so that the acceptance may be known by the offeror during the reasonable period during which his offer would remain valid. However, the acceptance may be delayed for some reason or another, thus, reaching the offeror after the lapse of the said reasonable period. In this case, the said Article of the Civil Law makes it permissible for the offeror to deem his offer rejected because the Acceptor should bear the consequences of his delayed response. Article no. (49) of the Kuwaiti Civil Law dwells on the place and time of the conclusion of the contract through electronic means. This issue, in fact, is dealt with in different ways throughout various laws of different countries. Some of the Laws give importance and depends on the time when the acceptance reaches the offeree same as the Egyptian Law as well as other Laws of Arab Countries which were inspired by this law such as Libyan and Iraqi Laws as well as the Kuwaiti Commercial Law which provides for the same in Article no. (112) thereof. Therefore, the Kuwaiti Civil Law tends to act upon the principle of awareness of the acceptance, because it serves the interest better than any other principle. Thus, the Kuwaiti Law considers that concluding a contract by way of correspondences shall be made at the time and date where the acceptance is interrelated with the awareness of the offeror unless the Law or the usage provides otherwise. Concluding contracts by way of correspondences shall be dealt with the same as the case of concluding contracts via telephone or concluding contracts through electronic means. Thus, there may be rise to some legal issue regarding this subject, e.g., the electronic message may be sent from a foreign country taking into consideration the place and time of concluding the contract as well as the interrelation of offer and acceptance. This, in fact, gives rise to the conflict of governing laws. For this reason, the Courts do not recognize or accept electronic messages as evidence in lawsuits and the Party who bears the onus of proof shall prove the contents of the message. The customs authorities at the ports of some countries do not accept electronic messages and the shipper himself, in such countries, do not agree to receive any electronic message from the carrier. This is because this message is not considered a replacement of the paper document. The electronic bill of lading has the same characteristics of the traditional paper bill of lading which represents the symbolic ownership of the shipped goods, thus, performing the same duties of the traditional paper bill of lading in terms of being a proof of the shipping process and a proof of the conclusion of the Maritime Transportation Contract. Finally, it represents the goods, therefore, the bearer of which is vested with the right to alienate the goods during the voyage through endorsing the back of the bill of lading and making it negotiable. The endorsee or the bearer may be vested with the right to request the receipt of the goods from the shipmaster upon delivery. 
The negotiable bill of lading is the one which is issued for the benefit of someone or for the bearer. It can be negotiated by way of endorsement which transfers the ownership. However, the bill of lading which is issued to the order of a specific person is the one where the ownership of the goods mentioned therein is transferred to the name of another person by way of subrogation which is provided in the Kuwaiti Civil Law. However, the electronic bill of lading is non-endorsable and non-negotiable in this way. There are no other practical ways through which the negotiation process can be made. This may cause several problems in the field of international trade. Thus, opinions conflicted over the legal effects enjoyed by the paper bill of lading in terms of the right of alienation, negotiation, and claiming the delivery of goods. The different opinions were only about the electronic bill of lading. There are several opinions; the first of which sees that there should be a printout of the computer data which shall enjoy the same effects as the legal effects of the paper bill of lading. However, the legal effects of this printout will not be the same as the hardcopy counterpart of the traditional bill of lading. The second opinion proposes the possibility of replacing the traditional bill of lading with computer CDs. Therefore, such CDs may represent the goods and may be negotiable as well. This process shall be done through transferring all the information which is stored on the CDs about a specific shipment from the sender’s computer to the beneficiary’s computer; the latter stands for/replaces the endorsee in the bill of lading. Hence, the process of transferring all the information is similar to the process of negotiating the bill of lading from the shipper or the one sent to the endorsee. There is a third opinion in this context which deems that using the non-negotiable bills of lading in the transportation process will eradicate the problem, especially that such bills of lading are used in the various means of transportation. Nevertheless, there is a fourth opinion which sees that the bill of lading may be deposited with a trusted authority such as a Bank, provided that the authority shall be informed step-by step about any operations affecting the goods. Such update shall be communicated through electronic messages which are to be received by this authority until everything is settled and until it becomes clear which party is entitled to receive the goods. Only then the entrusted authority, the Bank for example, shall deliver the goods. The Bolero Organization in England managed to lay a legal system which is characterized by complete safety to imitate the traditional bill of lading in an electronic environment. The Bolero organization consists of several international Banks along with a main indemnity club, namely, throughout transport. The organization has laid the legal regulation for the electronic bill of lading which is characterized by its similarity to the traditional bill of lading in all its main and essential functions.
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